ferences of this algorithm from AES make the methods [4, 5] inapplicable for this algorithm. These differences include, firstly, the use of nonlinear substitutions of a random type with controlled cryptographic parameters. Secondly, the use of an enlarged fixed matrix, which is multiplied by each column of a block within a linear transformation, which is an analogue of the MixColumn transformation in AES.
The use of the approach proposed in [2] and developed in [8] will also be problematic as a result of an increased fixed matrix, which is multiplied by each column of a block within the linear transform of the Kalyna cipher.
In [9] , a method for evaluating the maximum probability of two-round differentials for Rijndael-like ciphers was proposed. This method, unlike the similar method previously known from [4] , does not depend on the type of used nonlinear substitutions. However, in [9] , the application of this method was demonstrated only for ciphers with algebraically constructed substitutions.
The study of the issue of estimating the maximum probability of differentials of BSCs including the Rijndael-like ciphers was presented in [10, 11] . The approach proposed in these works commonly uses the analysis of reduced cipher models (block size up to 16 bits) or the consideration of a small part of the block (up to 16 bits) and subsequent interpretation of the result for a full-length encryption algorithm. In [10] , two-round differentials of some modern ciphers, including AES (Rijndael-128), are analyzed using this approach. The main disadvantage of the considered approaches are inaccurate, highly approximate results that are very different from the known ones.
In [12] , the example of the consideration of reduced models with a 16-bit block of Rijndael-like ciphers demonstrated the validity of the estimates obtained by the method of [9] for ciphers with arbitrary substitutions. However, this method has never been applied for the new Ukrainian standard DSTU 7624:2014.
The upper bound of the probability of two-round differentials for this cipher can be obtained on the basis of the materials of the works [3, 13] and known maximum probability of passing the non-zero difference through the substitution, which is 2 -5 . The resulting approximate upper border value will be ( ) − − = Using of such an approximate value will give an even greater error in estimating the probabilities of differentials with a large number of rounds, as well as in assessing the resistance of the encryption algorithm to other types of differential attacks. Thus, the main problem issue of this work is to obtain a more precise value of the upper bound of the probability of two-round differentials for the Ukrainian standard of encryption DSTU 7624:2014.
The aim and objectives of the study
The aim of this work is to obtain a more precise value of the upper bound of the probability of two-round differentials for the Ukrainian standard of encryption DSTU 7624: 2014.
To achieve this aim, it is necessary to accomplish the following objectives:
-to adapt the method proposed in [9] for the new Ukrainian standard DSTU 7624: 2014; -to estimate the upper bound of the probability of 2-round differentials for this cipher;
-to make a comparative analysis of the known and obtained values of the probability of a 2-round differential and the upper bounds of the probabilities of differentials with a large number of rounds.
Rijndael-like cipher Kalyna (DSTU 7624:2014)
A convenient way to represent a data block of the Rijndael-like cipher is a matrix in which each cell is a byte. Each round of Rijndael-like ciphers consists of four procedures: ByteSub (BS); ShiftRow (SR); MixColumn (MC); AddRoundKey.
During the ByteSub procedure, a nonlinear substitution for each block byte is made in accordance with a fixed 256-byte table.
The ShiftRow procedure performs the exchange (repositioning) of bytes between columns of the information block by cyclic shifting of the rows to different numbers of bytes.
The MixColumn procedure converts each column a(x) into the word b(x) by the following rule: b(a(x))=c(x)Äa(x), where c(x) is a fixed polynomial; Ä denotes an operation of multiplying polynomials with coefficients from GF (2 8 ) according to the selected module. This transformation is usually represented in the form of multiplying the vector a by the matrix c.
The AddRoundKey procedure performs a bitwise modulo 2addition of the data block and the fragment of an extended key of the corresponding size.
During the decryption, the inverse procedures are performed in reverse order.
There is a possibility to change the order of some of the transformations. For example, this is the case for the sequence of BS and SR. It's clear that it does not matter: first perform the BS substitution, and then rearrange the bytes, or vice versa. Because of the linearity of the transformation, MC can be changed in places with the AddKey transformation, but in this case you need to make an addition with a subkey for which the MC transformation is pre-executed.
There is an alternative representation of round transformations when the ByteSub, MixColumns, AddKey, and ByteSub operations are combined into 32-bit super boxes (highlighted in color in Table 1 ).
Each of these super boxes works with one column of a data block. 4 such 32-bit super boxes with the addition of some linear transformations before and after are equivalent to tworound encryption (Table 1) .
Two levels of super boxes, which run between SR, MC, AddKey and SR, are called mega box in [5] . One such 128-bit mega box, with the addition of some linear transformations before and after is equivalent to 4-round encryption (highlighted in color in Table 1 ).
The new BSC Kalyna was adopted as the Ukrainian standard DSTU 7624:2014 in 2015. This is a Rijndael-like algorithm, which has a number of changes compared with AES:
1) using of non-linear random substitutions with controlled cryptographic parameters;
2) using of an enlarged fixed matrix (8×8 bytes matrix size), which is multiplied by each column of the block (each column has the size of 8 bytes or 64 bits) within the linear transformation -the analogue of the MixColumn transformation in AES;
3) using of a new key expansion scheme that does not allow restoring the value of the source secret key from the value of one of the subkeys; 4) using of adding operations with different modules in AddKey transformations. 
The specification of this encryption algorithm is given in [6, 7] . The number of rounds depends on the size of the key and it is 10, 14 and 18 rounds for keys of 128, 256 and 512 bits, respectively. The size of the cipher's block is not less than the size of the key. Cipher variants with a block size of 128, 256, and 512 bits will be hereinafter denoted as Kalyna 128, Kalyna 192 and Kalyna 256, and blocks of these algorithms contain 2, 4, and 8 64-bit columns, respectively.
The main ideas of the approach used to determine the upper bound of probabilities for 2-round differentials
It is known that there is a possibility to perform an exact estimation of the upper bound of the probability of differentials for modern block ciphers only for a small number of rounds. For the Rijndael cipher, this number of rounds is 2, and the corresponding method was proposed in [4] .
For the Rijndael cipher, the results obtained in [9] coincide with the results of [4] . At the same time, the estimation of the probabilities of two-round differentials uses the analysis of the properties of the differences tables of the cipher's S-boxes, which makes it possible to use this method for ciphers with arbitrary substitutions, which is the case for the Kalyna cipher. Numerous computational experiments in the study of reduced-size super boxes from 4 to 32 bits with the S-box size from 2 to 8 bits are described in [9] . Experiments on the search for 2-round differentials for such super boxes have shown that the differential having the maximum probability always contains a differential characteristic (DC), which also has a maximum probability. Using this fact, the proposed method contains the following basic steps: 1) determination of the minimum number of active S-boxes in the 2-round DC;
2) determination of the form of DC having the maximum probability;
3) determination of the number and probabilities of additional DCs; 4) determination of the maximum probability of a 2-round differential as a sum of the results from step 2 and 3.
The input data for this method are the fixed matrix which is used in the multiplication during the MC transformation and the S-boxes with their difference tables.
The presented above steps of the method are quite clear if we assume that the probability of a differential is the sum of the probabilities of all the DCs which belong to this differential. The most problematic in practice is the implementation of stage 3. The next section will demonstrate how the proposed approach can be implemented in the case of the encryption transformations of the Kalyna algorithm.
Probabilities of two-round differentials for the Kalyna cipher

1. Super boxes of the Kalyna cipher
The Super box consists of the ByteSub, MixColumns, AddKey, and ByteSub operations and works with one column of the data block. The Super box of Kalyna works with a 64-bit block and it is impossible to research such a super box in a "power" way.
4 different substitutions are used as 8-to-8-bit S-boxes. The substitutions are formed randomly with the control of the following parameters: the maximum value in the difference table (for all substitutions this value is equal to 8), the maximum value in the table of linear approximations (for all substitutions this value is 26), the degree of nonlinearity (for all substitutions this value is 7). The difference tables of the S-boxes are important in the differential probability estimation. The number of maximum values, "8", in the difference tables for these 4 substitutions is 15, 9, 7 and 9. Obviously, the substitution with 15 maximum values in the difference table will allow us to construct a two-round differential that will have the maximum probability. Therefore, further we will consider the worst case, when only one such substitution is used in the BS transformation of the cipher (Fig. 1) .
It is expected that this version in comparison with the original will have higher probabilities of the differentials and, accordingly, lower level of security.
The number of cells in the substitution difference table, excluding the first row and the first column, is Table 2 shows the statistical information about the difference table for the selected substitution. 5 1 8 6 7 4 4 1 1 5 1 8 6 7 7 4 1 1 5 1 8 6 6 7 4 1 1 5 1 8 8 6 7 4 1 1 5 1 1 8 6 7 4 1 1 5 5 1 8 6 7 4 1 1 1 1 5 1 8 6 7 4 1
Thus, the main transformations of the Kalyna's super box are presented.
2. Search for maximum probability DC
The computational experiments performed for reduced models and presented in [9, 12] confirmed the following regularities. First, to find DC, which has the maximum probability, you should look for the path of difference transformation with the minimum total number of active substitutions. For Kalyna, this value is 9. Second, the maximum must be the number of duplicate values of the difference at the inputs of both levels of substitutions. During the analysis of the matrix multiplication operation, such a path of difference transformation was determined for the Kalyna cipher. Expression (1) shows the procedure of multiplication of the column by the matrix M. 
The input column contains the same non-zero values of the difference x in the first two bytes and the zero difference in the remaining bytes.
The specified path of the difference contains the minimum total number of active substitutions -2+7=9, with 3 difference value x and 2 difference value 4x at the inputs of both levels of substitutions.
Taking into account the data from Table 2 , there are 15 variants of the value of the difference x at the output of the first level of permutations, for which a transition of difference may occur with a probability of 8/256. The probability that for the value of the difference 4x also there will be a transition with a probability of 8/256 is 15/255. Then the expected number of cases where two first-level difference transitions and two out of seven transitions of the second-level difference of the substitutions will have a probability of 8/256, will be
The expected number of cases where even at least one another transition of the second-level difference will have a probability of 8/256 will be even lower. However, as can be seen from Table 2 , there are many transitions with a probability of 6/256 in the difference table. Therefore, for the remaining 5 values of the difference in the input of the second level of permutations (5x, 3x, x, ex, 9x) with a probability close to 1,there will be transitions with probability 6/256. Then the final probability of such a basic DC will be The second stage of the method is completed.
3. Number and probabilities of additional DCs
Now the number and probabilities of additional DC should be estimated.
Taking into account Table 2 , there are ≈ ⋅ ≈ 254 0,44 112 possible additional variants of the difference at the output of substitutions of level 1. It is important that the values at the output of these two substitutions should be the same, since otherwise there will not be zero difference in the first byte of the output of MC difference.
In accordance with expression (1), at the input of level 2 of the substitutions there will be 6 different non-zero values of the difference. The probability that for each of these six separate active substitutions there will be a transition to the output value determined by basic DC is 0.44. Then the probability that for all 6 cases the necessary transitions of the difference will be possible will be ( ) Table 2 , most transitions will have a probability of 2/256 in this additional DC. Even if half of these transitions will have a probability of 4/256, then, compared with the probability of the basic DC, the probability of additional DCs will be insignificant: 
Discussion of the results obtained using known and new methods
The upper bound values of the probabilities of differentials can be obtained for SPN-ciphers using the theorem from [13] .
Theorem ( [13] ). If n S-boxes are used in the SPNcipher, and the linear transformations provide the number of branches equal to n-t, then the probability of a differential covering 2 and more rounds will be bounded above by the value of p n-t-1 , where p is the maximum probability of a nonzero difference transition through the S-box.
For the ciphers that use nested SPN structures, the theorem is proved in [3] . According to this theorem, the value of the differential probability is bounded above by the value
where n 1 is the number of S-boxes in each super box, n 2 is the number of super boxes in the block, n 1 -t 1 and n 2 -t 2 are the branch number provided by the lower and upper levels of the diffusion transformations, respectively.
For the Rijndael-128 cipher, according to these theorems, the upper bound of the probability of a 2-round differential Using the value obtained in Section 6 for a 2-round differential and the presented above theorem from [13] , the upper bounds of the probabilities of differentials for variants of the Kalyna cipher with the size of block 128, 192 and 256 bits can be substantially elaborated ( Table 3) .
The upper bounds of the probabilities of the 2-and 4-round differentials for the Kalyna cipher presented in Table 3, obtained using the method proposed in section 6, are the most accurate of the known.
The studies presented in this paper are a continuation of the studies presented in [4, 9, 12] .
The main advantage of the method adapted for the Kalyna cipher is the possibility to get a more accurate value for the upper bound of the probability of a 2-round differential (the first column of Table 3 ). The disadvantage of the adapted method is the assumptions that were made, such as, for example, the use of one substitution instead of four in the original algorithm. The result of this assumption can be that the real probability of 2-round differentials could be even smaller than the obtained value. 
IMPROVING THE EFFECTIVENESS
